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Abstract— The adoption of dense industrial wireless network 

technologies in industrial plants is mandatorily paired with the 

development of methods and tools for connectivity prediction. 

These can be used to certify the quality (or reliability) of network 

information flow in industrial scenarios characterized by harsh 

propagation environments. Connectivity prediction must account 

for possibly coexisting heterogeneous radio access technologies as 

part of the internet of things (IoT) paradigm and easily allow 

post layout validation steps. The goal of the paper is to provide a 

practical evaluation of relevant coexistence problems between 

IEEE 802.15.4 and IEEE 802.11 networks, adopted here as 

widely used industry standards. Two different scenarios are 

tested with different radio platforms. Experimental results 

highlight the tolerable interference levels and sensitivity 

thresholds under different channel overlapping scenarios. 
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I.  INTRODUCTION  

Automation systems have suffered a progressive cable 
reduction in the last decades since the traditional 4-20 mA for 
analog communication to digital communication over bus 
networks such as Fieldbus, Hart and Profibus protocols. 
Currently, another step through this direction is happening by 
the efforts from industrial organizations which have proposed 
the use of wireless communication technology also in industrial 
applications. The wireless benefits have promoted the 
emergence and the use of different wireless standards for a 
huge quantity of applications. These circumstances bring up an 
usual presence of different wireless applications in a same 
coverage area which many times compete for the use of a same 
band in the frequency spectrum. The coexistence of different 
wireless communication standards may result in interference 
with typical effects as, data loss, jitter, delay in transmission 
and loss of synchronization between devices. These issues can 
often result in unreliable communication that might cause large 
losses and process failures. Although many attempts have been 
made to launch a wireless industrial standard (Bluetooth, WiFi, 
ZigBee, etc.), no one of these could attend all the industrial 
requirements [1]. The recent introduction of WirelessHART 
protocol (WH), followed by others ISA.100, WIA-PA are 

promising for industrial applications and are designed to 
replace cabling in process automation . At the same time an 
important and very disseminated standard is the IEEE 802.11 
which fits applications for wireless local area networks 
(WLAN) and currently provide wireless connectivity for a 
huge number of portable devices. The IEEE 802.11 has a large 
interoperability between vendors and it is currently well 
appointed for non-critical industrial applications (e.g., 
providing connectivity to mobile operators inside the plant [2]). 

This work makes some highlights for WH coexistence 
mechanisms in upper OSI model layers and presents a set of 
coexistence evaluation for IEEE 802.15.4 and IEEE 802.11 
standards. The paper is organized as follows. Section II 
presents some general aspects concerning robustness of WH 
protocol. Section III introduces a model for connection 
probability. Section IV analyzes the critical IEEE 802.11 
interference threshold that can be tolerated by IEEE 802.15.4 
devices in a controlled environment testbed.  Section V 
presents a second testbed setup considering different spread 
spectrum factors [10] for IEEE 802.15.4 and finally in Section 
VI final conclusions are presented. 

II. INDUSTRIAL PROTOCOL:  WIRELESSHART  

WirelessHART is the first international standard for 

wireless communication in process automation approved by the 

International Electrotechnical Commission (IEC) for industrial 

applications. In its physical layer, WH protocol is based on the 

IEEE 802.15.4, operating within the 15 channels of 2.4 GHz 

ISM band. The WH protocol introduces a series of mechanisms 

that increase its reliability in coexistence with other possible 

sources of interference. The main mechanisms in non physical 

layer are detailed below. 

A. Mesh Topology 

WH supports mesh topologies, since each node on the 

network has the capability to work as a router, what is 

associated with the neighbors manager control provided by the 

own node and also from the network manager (NM). There are 

two situations when a WH node makes new neighbors: One is 

in the join process and another is related with the node’s ability 



to sense other radios. Nodes close enough to be listening for 

another device are keeping in a table list named unlinked 

neighbors. This table has dynamics to keep information 

updated from these nodes, such as, RSSI and last  

communication time, information that are periodically sending 

to the NM. Based on accumulate data (RSSI, packet loss rate, 

reliability, etc.), NM can provide a new link between two 

devices and consequently expanding the mesh network. As 

much more neighbors much more the spatial diversity is. A 

well formed mesh topology is typically greater than 3σ 

(99,7300204 %) of reliability [3].  

B. Acknowledgment 

Integrated acknowledgement (ACK) is adopted to improve 

the protocol reliability (transmission of ACK message occurs 

inside the same time slot of the data frame). The Transport 

layer handles with acknowledged service which allows devices 

to send packets and confirm its delivery. In case the delivery is 

not successful  a transmission retry is scheduled. 

 
Figure 1. Acknowledgment [4] 

 

Fig. 1 illustrates a WH timeslot with the sent message and 

its acknowledgment. The acknowledgment message also 

allows synchronous operation across the network, since ACK 

brings a time adjustment for keep the TDMA access control. 

C. Channel hopping 

WH uses channel hopping for each transaction on the 

network. Each communication is assigned to occur in a specific 

link. NM allocates links in specific time slots. Each time slot is 

associated with an Absolute Slot Number (ASN).  The last 

ASN represents the count of all slots that have occurred since 

the beginning of the network. Through the ASN is possible 

identify the absolute time of the network. The channel to be 

used in a designated slot is computed according to equation (1). 

 

                
                 

                         
             (1) 

 

Each link includes a reference to a pair of devices (for peer-

to-peer communication) or a group of devices for broadcast 

operation. Links properties contain details such as, link type 

(normal, join, broadcast, discovery), communication direction 

(transmit, receive or shared), slot number and channel offset. 

The Number of Active Channels represents the previous 

selection of the available channels on the network. Also, this 

list of channels includes the prohibited channels configuration, 

a characteristics that mainly prevents interference from 

stationary sources. 

WH channel hopping is used to implement a frequency 

diversity mechanism, but behind diversity this is also adopted 

to improve security of communication. Based on the Active 

Channel equation only the devices joining the network know 

the channels where communication will occur. Fig. 2 illustrates 

a random channel hopping sequence. 

 

 
Figure 2. Example of channel hopping mechanism. 

Beyond these mechanisms, WH is based on IEEE 802.15.4 

physical (PHY) layer and it is thus characterized by low duty 

cycle, direct spread spectrum sequence (DSSS), clear channel 

assessment and also a robust modulation scheme [5]. In the 

next sections different approaches are proposed to assess the 

robustness of  WH PHY layer. 

III. IEEE 802.15.4 AND WIFI LAYER COEXISTNECE FOR 

HIGH TRAFFIC LOAD 

 

It is envisioned that most of Process Automation related 

wireless technologies will coexist by sharing the same 

spectrum with other devices employing different radio 

protocols. 

This is particularly true for the popular WiFi and IEEE 

802.15.4 based standards operating in the same unlicensed 

2400−2490MHz ISM band. The possibility to exploit multiple 

and heterogeneous network technologies deployed in close 

proximity (i.e., for monitoring/controlling [6] the same 

industrial process) provides an attractive opportunity for 

efficient resource sharing and traffic off-loading. However, 

besides offering a large number of benefits, the practical 

deployment of heterogeneous radio technologies still needs to 

face some critical issues and design challenges such as the 

development of an efficient regulatory framework that 

preserves Quality of Service (QoS) by interference 

coordination and network design mechanisms to ensure that 

the mutual interference is kept below acceptable limits. 

The LQI metric gl [7] for link l is not enough to estimate the 

average successful connection probability PS in the presence 

of interference [8]. In what follows we consider the problem 

of coexistence of 2.4GHz machine type communications 

conforming to IEEE 802.15.4 and WiFi standards. In 

particular, we focus on the relevant case (in terms of QoS [9]) 

of IEEE 802.15.4 devices suffering as victims of one WiFi 

mobile devices. The traffic load of the interference µ is 

modeled as Bernoulli process with probability 0 ≤ Pµ ≤ 1 

accounting for the degree of frame collisions. The Signal to 

Interference Ratio SIRl = gl /µl serves as an additional metric 



to LQI for successful connection probability PS (expressed in 

terms of frame error rate) assessment: 

 

    
                

 

  

                                      
 

  

  (2) 

 

where model for LQI gl is based on [10]. The ratio β/βI indi- 

cates the critical value of co-channel disturbance µ (captured 

by the receiver) above which interference has a relevant 

impact on connectivity. The RSS threshold β =−85dBm [7] 

depends on receiver sensitivity and limits the performance in 

interference-free scenarios. Sensitivity β also depends on 

IEEE 802.15.4 PHY data rate settings as described in Sect. 4. 

As experimentally verified in Sect. 4.A, the threshold βI = 

βI (η) (or link margin) critically depends on the degree of 

spectrum overlapping η ∈ [0, 1] between the useful signal and 

the co-channel WiFi disturbance. Overlapping is defined as the 

amount of interference power η × µl lying over the considered 

IEEE 802.15.4 channel: this is obtained by considering only 

the portion of WiFi spectrum in common with the IEEE 

802.15.4 signal. In what follows, the threshold βI (η) is 

evaluated experimentally for the relevant case (in the 

industrial context) of IEEE 802.15.4 devices acting as victims 

of WiFi IEEE 802.11g interference and subject to full (η ≥ 

0.5) or partial (η < 0.5) spectrum overlapping.  

 

IV. INTERFERENCE ANALYSIS IN CONFINED ENVIRONMENT 

 
The received signal is a combination from different radio 

propagation phenomenon and these are related with many 
factors such as, indoor or outdoor environment, materials, 
number of objects, size, noise, uncontrolled interference, etc. In 
this set of experiments it is proposed an investigation to 
identify the threshold of IEEE 802.11 interference endured by 
IEEE 802.15.4 in a confined environment.  These conditions 
allow reducing the number of variables related to the test 
environment and shows up robustness characteristics 
independently from the coexistence scenarios.  

A. Experimental Setup 

A testbed is set up to evaluate the IEEE 802.15.4 robustness 
through KW20x radio platform [11]. The experiments are 
conducted using two RF attenuators, a combiner, 802.15.4 and 
802.11 compliant radio transceivers. Also a spectrum analyzer 
is used to measure the power and losses of the devices in 
different sectors of the experiment (output attenuators, 
combiner, crosstalk, etc.). Fig. 3a) shows the applied 
architecture and Fig. 3b) shows the equipments used.      

 

 
Figure 3. a) Testbed scenario b) Equipments. 

 

In the following experiments IEEE 802.11 interference 
generated for η ≥ 0.5 and η < 0.5. IEEE 802.15.4 PHY 
channels 14 through 21 are used under the 802.11 interference, 
as illustrated in Fig. 4.  

 

Figure 4. 802.15.4 channels under 802.11 interference. 

 

Firstly, the link quality between 802.15.4 radios are tested 
for a fixed output power and without interference which 
guarantees output power levels with a good link quality. In a 
next step, an IEEE 802.11 interferer is introduced and its power 
output is changed in 1 dB steps to identify the first packet loss 
measured by the IEEE 802.15.4 radio devices.  Thus, following 
this procedure it is possible to identify the critical level of IEEE 
802.11 interference power that cause IEEE 802.15.4 packet 
corruption. 

B. Analysis and Results 

 

 

Figure 5.  Interference threshold (from IEEE 802.11) to corruppt IEEE 

802.15.4 packets. 

 
Fig. 5 shows the minimum values of interference power 

able to cause message losses measured at the IEEE 802.15.4 
radio receiver. In this experiment, it is not taken into account 
the probability of packet delivery, which qualifies statistically 
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temporal probabilities of collision, as demonstrated by [12]. 
The employed WiFi network is instead characterized by a high 
utilization factor while the 802.15.4 transmitter continuously 
sends packets of 123 bytes to its peer receiver. 

Results demonstrated that for the IEEE 802.15.4 channels 
(16-19) overlapping with the IEEE 802.11 channel 6  the 
minimum tolerable SIR has values of 14.1 dB, 15.1 dB, 14.1 
dB, and 9.1 dB respectively. Also, adjacent channels (15 and 
20) present damage for an interfering signal with a SIR lower 
than -21.9 dB and -19.9 dB respectively. Finally, it is measured 
the lowest tolerable SIR over the alternate channels (with η < 
0.1) observing values of -25.9 dB for channel 14 and -23.9 dB 
for channel 21. 

It is important to emphasize that the results may suffer from 
slightly variations depending on the particular radio platform 
used, especially interference measured in adjacent and alternate 
channels. The spurious signals that extend the harmonic 
frequencies may be more or less suppressed for a specific radio 
transmitter, also this variation can occur between different 
channels used in a same radio platform. Nevertheless, from the 
obtained results it is possible to identify a significant order of 
magnitude for a SIR between IEEE 802.15.4 and IEEE 802.11 
without losses. 

V. CONNECTION PROBABILITY IN INTERFERENCE LIMITED 

ENVIRONMENTS AND HIGH TRAFFIC LOADS 

 

 
Figure 6.  Heterogeneous WiFi-IEEE 802.15.4 network scenario: a portable 
WiFi-enabled device is communicating with gateway GW2 by WiFi Direct. 

Interference (with varying power µl and SIR, see two examples) is observed at 

gateway GW1 by the spectrum analyzer. The IEEE 802.15.4 GW1 receiver is 
thus suffering as victim of WiFi interference. 

 

In this section we consider the same tests carried out in the 

previous section now by deploying a real network and 

considering attenuations due to radio-frequency propagation in 

mixed line-of-sight (LOS) and non-LOS environments. 

Critical (or worst-case) high traffic load scenarios are analyzed 

where a WiFi-Direct peer-to-peer (P2P) network and an IEEE 

802.15.4 network are possibly continuously transmitting. 

Other interference coexistence scenarios are considered and 

analyzed in [10], [12]-[14].  
The impact of enhanced IEEE 802.15.4 PHY data-rate 

transmission mode is also discussed. The topic is relevant as 
enhanced data-rate mode is supported by recent HW designs 
[10] to comply with delay-sensitive applications. The setup 
depicted in Fig. 6 now consists of one IEEE 802.15.4 device 
that transmits full data frames of 127 bytes towards a Gateway 
(GW) labeled as node 1. GW nodes can support double radio 
technology with WiFi-Direct and IEEE 802.15.4. The 
transmitter is a programmable device configured to switch 
among 7 consecutive channels having bandwidth 5MHz (with 
center frequencies [12] ranging from 2405MHz to 2435MHz). 
It sends data in continuous mode by disabling carrier sense 
multiple access (CSMA) to conform with industry standard 
PHY [15] and implement a direct-sequence spread spectrum 
(DSSS) with factor (Q1 = 8), and data-rate of 250kbps. The 
GW receiver 1 might be affected by a disturbance (co-channel 
interference) originated by a WiFi enabled portable Android 
device communicating in P2P mode with GW node 2 through 
WiFi-Direct [16] (over IEEE 802.11g) using the band 2400 − 
2420MHz. The considered interference scenarios are 
characterized by varying powers µl, collision probability Pµ 
and spectrum overlapping η, both measured by a 2.4GHz 
spectrum analyzer. 

Figure 7.  Successful probability (IEEE 802.15.4 packets) for varying SIR 
under full overlapping (left). Successful probability for varying WiFi – IEEE 
802.15.4 overlapping (right), for selected values of SIR and traffic loads, under 
continuous transmission and P2P WiFi group formation. 

Figure 8. Coexistence results with enhanced IEEE 802.15.4 PHY data-rate 
devices (1Mbit/s) with reduced spreading factor to 2. Successful probability 
(IEEE 802.15.4 packets) for varying SIR under full overlapping (left). 
Successful probability for varying WiFi - IEEE 802.15.4 overlapping (right), 
for selected values of SIR and traffic loads, under continuous transmission and 
P2P WiFi group formation. 

Access 
to GW2  

Example tests: IEEE 802.15.4 – WiFi-Direct coexistence

Interference

SIR = -6dB

SIR = 14.9dB IEEE 802.15.4 Ch. 14 
(Type LOS)

WiFi Direct

dBmg 58

dBm9.72

dBm2.52

Field Device
IEEE 802.15.4

TX

Variable
data-rate
(250kbit/s-
1Mbit/s) 

GW2

GW1

Portable Device
WiFi Direct
(IEEE 802.11g/n)

Access 
to GW2  

Example tests: IEEE 802.15.4 – WiFi-Direct coexistence

Interference

SIR = -6dB

SIR = 14.9dB IEEE 802.15.4 Ch. 14 
(Type LOS)

WiFi Direct

dBmg 58

dBm9.72

dBm2.52

SIR = -6dB

SIR = 14.9dB IEEE 802.15.4 Ch. 14 
(Type LOS)

WiFi Direct

dBmg 58

dBm9.72

dBm2.52

Field Device
IEEE 802.15.4

TX

Variable
data-rate
(250kbit/s-
1Mbit/s) 

GW2

GW1

Portable Device
WiFi Direct
(IEEE 802.11g/n)

IEEE 802.15.4 (standard 250 Kbps – DSSS              )81 Q

11 12 13 14 15 16 17

IEEE 802.15.4 channel number (from 11 to 17)

WiFi (P2P group

formation)

WiFi (continuous

traffic)

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Ch. 12 Ch. 13 Ch. 14 Ch. 15 Ch. 17

dB6SIR 

dB4.7SIR 

dB9SIR 

1 1 5.0 1.0 0

S
u

c
c
e

s
fu

l
c
o
n

n
e

c
ti
o
n

 p
ro

b
a

b
ili

ty
S

P

Full overlapping Partial overlappling

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

dBI 15

Channel 12 Channel 13 Channel 14

S
u

c
c
e

s
fu

l
c
o
n

n
e

c
ti
o
n

 p
ro

b
a

b
ili

ty
S

P

[dB] /SIR  g

Full overlapping:

1 1 5.0

IEEE 802.15.4 (standard 250 Kbps – DSSS              )81 Q

11 12 13 14 15 16 17

IEEE 802.15.4 channel number (from 11 to 17)

WiFi (P2P group

formation)

WiFi (continuous

traffic)

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Ch. 12 Ch. 13 Ch. 14 Ch. 15 Ch. 17

dB6SIR 

dB4.7SIR 

dB9SIR 

1 1 5.0 1.0 0

S
u

c
c
e

s
fu

l
c
o
n

n
e

c
ti
o
n

 p
ro

b
a

b
ili

ty
S

P

Full overlapping Partial overlappling

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

dBI 15

Channel 12 Channel 13 Channel 14

S
u

c
c
e

s
fu

l
c
o
n

n
e

c
ti
o
n

 p
ro

b
a

b
ili

ty
S

P

[dB] /SIR  g

Full overlapping:

1 1 5.0

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

dBI 15

Channel 12 Channel 13 Channel 14

S
u

c
c
e

s
fu

l
c
o
n

n
e

c
ti
o
n

 p
ro

b
a

b
ili

ty
S

P
S

P

[dB] /SIR  g

Full overlapping:

1 1 5.0

IEEE 802.15.4 PHY (enhanced PHY rate 1 Mbit/s – DSSS              )22 Q

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

40

dBI 21

[dB] /SIR  g

S
u
c
c
e
s
fu

l
c
o
n
n
e
c
ti
o
n
 p

ro
b
a
b
ili

ty
S

P

Channel 12 Channel 13 Channel 14

Full overlapping:

1 1 5.0

11 12 13 14 15 16 17 18

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0.1

dB2.7SIR 

dB4.4SIR 

dB6SIR 

dB5.1SIR 

IEEE 802.15.4 channel number (from 11 to 18)

Ch. 12 Ch. 13 Ch. 14 Ch. 15 Ch. 16

Full overlapping Partial overlappling

S
u
c
c
e
s
fu

l
c
o
n
n
e
c
ti
o
n
 p

ro
b
a
b
ili

ty
S

P

WiFi (P2P group

formation)

WiFi (continuous

traffic)

1 1 5.0 1.0 0

IEEE 802.15.4 PHY (enhanced PHY rate 1 Mbit/s – DSSS              )22 Q

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

40

dBI 21

[dB] /SIR  g

S
u
c
c
e
s
fu

l
c
o
n
n
e
c
ti
o
n
 p

ro
b
a
b
ili

ty
S

P

Channel 12 Channel 13 Channel 14

Full overlapping:

1 1 5.0

-30 -20 -10 0 10 20 30
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

40

dBI 21

[dB] /SIR  g

S
u
c
c
e
s
fu

l
c
o
n
n
e
c
ti
o
n
 p

ro
b
a
b
ili

ty
S

P

Channel 12 Channel 13 Channel 14

Full overlapping:

1 1 5.0

11 12 13 14 15 16 17 18

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0.1

dB2.7SIR 

dB4.4SIR 

dB6SIR 

dB5.1SIR 

IEEE 802.15.4 channel number (from 11 to 18)

Ch. 12 Ch. 13 Ch. 14 Ch. 15 Ch. 16

Full overlapping Partial overlappling

S
u
c
c
e
s
fu

l
c
o
n
n
e
c
ti
o
n
 p

ro
b
a
b
ili

ty
S

P

WiFi (P2P group

formation)

WiFi (continuous

traffic)

1 1 5.0 1.0 0



In Fig. 7 we analyze the successful connection probability 

PS for varying SIR (1) assuming full overlapping η ≥  0.5 

(channels 11 − 14) and continuous WiFi traffic, with high load 
as Pµ =1. Successful probability is obtained by counting the 
number of successfully acknowledged data frames normalized 
by the number of frames received with interferer disabled. 
According to model (1), the optimal threshold βI can be 
reasonably set to βI = 15dB. As confirmed from the results in 

section 4, the use of channels experiencing η  ≥ 0.5 must be 

avoided by blacklisting (when possible) for SIRl < 15dB. In the 
same Fig. 7, probability PS is also evaluated over 7 consecutive 
channels to highlight the impact of spectrum overlapping and 
interference traffic loads. The analysis focuses on the extreme 
cases of full overlapping with η =1 (channels 11 − 13) and η = 
0.5 (channel 14), and partial overlapping with η < 0.1 (channels 
15 − 17), being the most meaningful cases observed in the 
tests. We also consider WiFi Direct P2P group formation [16] 
(in dashed lines), with collision probability Pµ = 0.1 and 
continuous WiFi traffic (in solid lines), with Pµ = 1. The use of 
partially overlapped channels (15 − 17) might be reasonably  
tolerated without significant penalties even at low SIR regime 
(when SIRl > −6dB). A reasonable approximation to threshold  
values (in dB scale) for SIR in (1) is found as 

             
                             
                            

          (3) 

and can be used for connectivity prediction (see Sect. 3). 

A. Enhanced IEEE 802.15.4x PHY data-rate 

In this section we investigate the use of high-data rate mode 
as available in recent low-power IEEE 802.15.4 compliant 
transceiver devices [10]. The use of the enhanced data-rate 
mode can be a promising option for fast servicing of 
unexpected conditions that require a fast reaction over the 
network in a low-latency mode and a meaningful increase of 
the sensor data publishing rate [17]. In Fig. 8, the coexistence 
with WiFi is addressed for the same settings, now by 
programming the wireless devices to reduce the IEEE 802.15.4 
DSSS factor (for payload transmission) down to a value of Q2 
= 2, corresponding to a PHY data rate of 1Mbps. According to 
our experiments, the IEEE 802.15.4 data frame transmission 
duration reduces from 4ms down to 1.6ms (for a payload of 
102 bytes), at the cost of a slightly lower interference-free 
sensitivity β = −82dBm, compared to the standard data-rate 
case. Given that the IEEE 802.15.4 transceiver is continuously 
transmitting, the observed collision probability Pµ during P2P 
WiFi group formation is marginally influenced by the reduced 
transmission duration (and still Pµ = 0.1). The optimal SIR 
threshold is now βI = βI (η, Q2 = 2)= 21dB, and therefore can 
be reasonably modelled as a linear function of (2) 

                        
  

  
                                (4) 

as increasing with the ratio of spreading factors [Q1/Q2]dB=  
6dB to account for the larger interference capturing effect. 

CONCLUSIONS 

This work presents an overview on the main coexistence 

features presented in WH protocol considering the upper layers 

from OSI model.  Also a complementary study on the physical 

layer interference is proposed introducing a model for collision 

probability which was validated by three different experimental 

setups. Initially to handle with dynamic and unforeseeable 

propagation characteristics a testbed is deployed in a controlled 

environment to evaluate the IEEE 802.15.4 sensitivity against 

IEEE 802.11 interference. Obtained results highlight tolerable 

power thresholds for IEEE 802.15.4 devices to coexist with 

IEEE 802.11 equipment for different levels of interference 

overlapping. Channels with full overlapping present a 

minimum SIR equal to 15dB and co-channel interference with 

a SIR not higher than -21,9dB. A second setup of experiment 

uses an open (mixed LOS/NLOS) environment and evaluates 

also the impact different IEEE 802.15.4 data-rate selections. 

Results show values of threshold SIR in the order of 15dB and 

21dB for 250kbps and 1Mbit/s respectively, for 99% successful 

connection probability in the worst case scenario (considering 

high data rate and full overlapping channel). Although the 

many phenomena involved at the radio propagation (multipath, 

fading signal, blockages, etc.), this result is very similar with 

the one obtained in the confined environment. 

Once identified the minimum SIR thresholds which can 

cause damage to IEEE 802.15.4 network, it is possible to 

determine some initial steps to the wireless devices deployment 

in a specific area. Through the appropriate selection of 

channels to be used and the proper adjustment of the output 

power of the devices is possible to mitigate or even eliminate 

the possibility of damaged caused by an interfering network. It 

is recommended, always as possible, to avoid overlapping 

channels between different RF sources. Nevertheless, as 

demonstrated in this study some levels of interference power 

are tolerable.  

Also, through the results of this work and the first 

considerations of WH protocol is expected better robustness 

results in condition of coexistence. Even if the results 

highlighted in the paper are preliminary, the analysis proposed 

can be easily extended to include more advanced industry 

standard frequency-hopping policies (as prescribed by 

WirelessHART) and it will be material for further 

investigations.  
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